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ABSTRACT

This application note describes all release changes within the LMX9838 firmware.
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1 Introduction
The LMX9838 Bluetooth® Serial Port module is a highly integrated radio, baseband controller, memory
device, crystal, antenna and loop filter and internal EEPROM. All hardware and the on-chip ROM firmware
is included to provide a complete solution from antenna through the complete lower and upper layers of
the Bluetooth stack, up to the application including the Generic Access Profile (GAP), the Service
Discovery Application Profile (SDAP), and the Serial Port Profile (SPP). The module includes a
configurable service database to fulfill service requests for additional profiles on the host.
LMX9838 is optimized to handle the data and link management processing requirements of a Bluetooth
node. The firmware supplied within this device offers a complete Bluetooth (v2.0) stack including profiles
and command interface. This firmware features point-to-point and point-to-multipoint link management
supporting data rates up to the theoretical maximum over RFComm of 704 kbps. The internal memory
supports up to 7 active Bluetooth data links and 1 active SCO link.
Due to our continuously ongoing quality tests and firmware improvements, several changes to the
firmware have been made to provide highest reliability and performance and they are discussed in the
sections to follow.
This document is based on:
Table 1. LMX9838 Module Configuration
Item Version
Hardware LMX9838
Firmware v2.12
Actual Firmware Release in production v2.12
2 Key Considerations on Converting From v2.12 to Latest Revision
Since the LMX9838 is ROM based, firmware upgrades can only be done by complete ROM spins, which
result in a new chip delivered by Texas Instruments.
Software developers should keep the following considerations in mind to prepare the host software for
future upgrades of the LMX9838 ROM code. TI™, of course, will try keep to 100% backwards
compatibility to avoid problems when replacing existing devices in your products. However, some
important issues need to be considered in software.
2.1 Firmware Version in Ready Event

Each LMX9838 comes up with a certain “Ready” Event, which indicates the completed boot process of the
device. This event also includes the firmware version of the device. The “Ready” appears after boot or
after a software reset.

See Figure 1 for a screenshot of the event in Simply Blue Commander.

For example, the LMX9838 will come up with the hexadecimal code:
Rx(RAW): 02,69,25,05,00,93,04,30,32,31,32,03

on which the bold bytes indicate the firmware version (in this case 0212).

Note: In order to avoid any future upgrade problems, please make sure your software does not use this
parameter as part of the decision to continue. The parameter should just be used for informational
purposes.
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2.2

221

2.2.2

r Simply Blue Commander Version: 1.6.0.1

File Tools Configuration About

Command Directory Transport Layer log
J Change UART Settings: 01 01 A |Rx: Event: SimplyBlue Ready, SW Version: 0212
J TestMode: Bluetooth DUT Tx: Cmd: Reset

) TestMode: UART Local Loopback

!} RfTestMode: DH1,Channel 16,PRBS
J RfTestMode: Stop TX

J Restore factory settings

} Read RSSI
J Firmware Upgrade v
< > < >
Send string

Send Calc checksum and length Save bytes as command Generate break

HEXASCIl input:
5226000078030 0 0 0 0 0 0 0 0 0 0 0 0 O 0 0 0 0 0 0 0 0 0

0 R &0 0 x 0 0 0 00 OO0 OO0 ODOO0OTO0O0O0OD0 OO0 O0COD0 D00 0 0 O
< >

HUART COM4 115200Bps

Figure 1. “SimplyBlue Ready” in Simply Blue Commander

Patches

LMX9838 includes the functionality of patching, which allows small bug fixing and firmware modifications.
The latest patches are distributed and can be downloaded at the Simply Blue Developers website. Please
see Section 5 for patches available at release of this document.

Since patches are specific to each firmware release, the patches should only be applied to those devices.
To avoid, that a wrong patch is applied to the firmware, the patch includes the firmware version
information, which is verified by the LMX9838 firmware at the beginning of the patching process.

Patch in pre-programmed EEPROM

The LMX9838 includes an internal EEPROM, in which the patch can be stored and will be fetched on
each boot process. On normal boot-up, the LMX9838 will check the existence of the EEPROM and will

apply the data stored.

Patch in EEPROM, but Supplied via Command Interface

In case the EEPROM is not pre-programmed or requires a patch newer than the one already stored, the
patch would need to be stored via the command interface from either the host or a manufacturing device.

In case a patch needs to be supplied using the “Write ROM Patch” command, the mechanism to take care
of requires a specific command flow to be followed. See Figure 2 for the general patch flow. The complete
process is also described in the AN-1699 LMX9838 Software Users Guide (SNOA498). Since the patch is
stored in EEPROM, this only needs to be done once.
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Host LMX9838
Write ROM Patch
- On First Command
Patch data validating FW revision
Repeat while
(Result=0K, Continue) Validity check
|
< Write ROM Patch Confirm patch I
Result: OK, Continue not complete :
Write ROM Patch Confirm () patch complete :
- ¢
Result: OK, Done :
Write ROM Patch Confirm Validity Error :
4 --——————"——————— e —————— - —— — — — — — -
Result: Error

Figure 2. Write ROM Patch Flow

The Write ROM patch mechanism includes a validity check of the ROM pushed to the device. In case no
error is found, the error code is either 0x01 for Continue or 0x00 for OK, Done.

In case the error code is different to those two, an error must have occurred. The following error codes are
defined:

e 0x00 = Ok, Done.
*  0x01 = Ok, Continue.

» 0x80 = Error, Not enough info to continue download (a “global” or “segment” meta data group appears
to be split).

» 0x81 = Error, Not enough resources to continue download.
e 0x82 = Error, Patch too big.

e 0x83 = Error, Unsupported Patch format revision.

» 0x84 = Error, Patch not applicable to firmware in device.

e 0x85 = Error, Patch CRC check failed.

» 0x86 = Error, Patch NVS validation failed.

* 0x87 = Error, RAMAddr or VarAddr out of RAM area.

e OxFF = Error, Unspecified error.

In case the host tries to apply a patch released for Firmware 2.12, to another firmware, the Confirm will
respond with error message 0x84.

Therefore the software needs to be prepared to handle this error code correctly by either
continuing with the normal boot process without the patch, or to try to apply a patch for another
firmware version.

To be prepared for future upgrades, the host application should not stop the execution due to this
error code.
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3 Known Bugs
3.1 Version 2.12
Table 2. List of Known Bugs on Firmware v2.12
Bug Type Description Workaround
Transmission Problem in When the module is in command mode, Data pending are
command mode not flushed when the RFCOMM connection is terminated Patch 2
by link time-out.
SDAP_SERVICE_REQ . N
- - Confirm includes additional wrong byte after the correct
yerOSn; command confirm handle on position 3+4*Length (Last byte of payload). Ignore Last Payload Byte
The EEPROM might lock up in case the LMX9838 Reset is ) .
E;Z\T/grzl rlggl(;:ad up by pulled low during a read cycle. This mainly can happen on g’g;iﬁﬁ'%ﬂf;‘];ggg\%ﬁ\r/]enftrlgr%l%%'ﬁijp and
power up or after a software or hardware reset. ' g p
4 Workarounds
4.1 Safe Reset Timing
The LMX9838 stores all non-volatile information like service database, local name, Bluetooth device
address, and patches into an integrated EEPROM. The EEPROM is connected to the internal baseband
controller through a serial interface.
On power-up, after hardware or software reset, the EEPROM content is read back from the baseband
controller.
Applying the Hardware Reset (using pin Reset#) of the LMX9838 only resets the baseband controller
within the device. The EEPROM keeps the last status and is only “reset” by power cycling the complete
module. In case the Hardware Reset is applied while the EEPROM is accessed by the baseband
controller, it may occur that the EEPROM locks up on the serial interface and can not be accessed from
the baseband controller anymore. The result of this is, the LMX9838 will respond with the “Await
initialization” Event, which indicates, that the Bluetooth address could not be read from the EEPROM.
To avoid this scenario, the LMX9838 RESET# must not be pulled low between one of the following events
and the device sending the “Ready” Event on the UART interface:
e On power-up (after pulling Reset# high)
» After a hardware reset (using the pin Reset#)
» After a software reset (using the command “Reset”)
If it is not possible to read back the “Ready” Event for example, it is not possible to parse the LMX9838
events), the workaround can be implemented by waiting for about 1 second, before re-applying the
hardware reset again. The estimated maximum time for the firmware to initialize is about 900milliseconds,
so 1 second should give enough margin.
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' |
MVCC / : |
I
lovce | .
[ | >
| “Ready”
UART TX : ” |—| |_|
| | S >
' |
Reset# X
}
|
EEPROM
IO O A0 O A e
(internal) | S S - ]
I
I | )
Power Up Initialization phase, do NOT apply HW reset Bluetooth mode, HW Reset
or Hardware in this phase can be applied again.
Reset applied
Firmware initialized,
sends “Ready” on the UART
Figure 3. Safe Reset Timing on Power-up or After Hardware Reset
“‘Reset” | I
| |
UART RX ”|_|” | |
' } -
: I “Ready”
UART TX | H |_| |_|
' et |
| I
| |
]
EEPROM :
QOO T TR T
(internal) r S - ]
| I
| | '
< e Se » Time
) L) 'l‘ »
Sofware reset Initialization phase, do NOT apply HW reset Bluetooth mode, HW Reset
received from in this phase can be applied again.
Host
Firmware restarts Firmware initialized,
sends “Ready” on the UART
Figure 4. Safe Reset Timing on Software Reset
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4.2 Recover from EEPROM Lockup

If a Hardware reset, Software reset or Power up occurs during the EEPROM initialization phase, the
EEPROM might be unrecognized and might lock-up. If this situation happens, there is a way to recover
and reset the module. On receiving the AWAIT_INITIALIZATION_EVENT perform the following steps:

1. Write BD_ADDR

2. Load the Patch 10

3. Send ENTER_BLUETOOTH_MODE command
4. Send RESET command

After sending the BD_ADDR write command, the SimplyBlue commander log window should look like the
following.

Transport Layer log

Rx: Event: Change Local Bd Address, Status: 00

Rx: Event: Write NVS, Address: 0000, Data: 071501000000
T Cmd: Change Local Bdaddress, Bdaddr: 071501000000
Rx: Event: Await Initialization

Figure 5. Step 1, Write BD_Addr

After sending the Patch 10 and Enter Bluetooth Mode command, the log window should show:

Transport Layer log

R« Event: SimplyBlue Ready, SW Version: 0212 (Patch 10)

Rx: Event: Enter Bluetooth Mode, Status: 00

Tx: Cmd: Enter Bluetooth Mode

Rx(Raw): 02,43,47,01,00,88,00,03

Tx(Ra&Ww): 02,52,47,02,00,98,03,14,03

Rx(Raw): 02,43,47,01,00,88,01,03

Tx(RA&W): 02,52,47,C2,00,58,EE,04,C8,00,00,2C,C8,00,00,2C.C8,00,00,2C
Rx(Raw): 02,43,47,01,00,88,01,03

Tx(R&W): 0252.47.4D,01,E7,00,00,78,0E,00,00,20,03,00,00,02,10,7B.58.
Rx(Raw): 02,43,47,01,00,88,01,03

Tx(R&W): 0252,47.C2,0058,01,00,65,64,01,00,02,69,53,01,00B0,00,03.
Rx(Raw). 02,43,47,01,00,88,01,03

Tx(RaW): 0252.47.4D,01,E7,00,00,76,0E,00,00,1E,03,00,00,02,21,CB,36
Rx(Raw). 02,43,47,01,00,88,01,03

Tx(RAW): 0252,47.C2,0058,3E,88,F1,48,03,39,83,50,64,00,45,1F EE 04,
Rx(Raw]: 02,43.,47,01,00,88,01,03

£

Figure 6. Step 2/3, Apply Patch 10 and Enter BT_Mode

Finally after software reset the module recovers and is back to its normal operation mode.
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Transport Layer log

Rx: Event: SimplyBlue Ready, SW Version: 0212 (Patch 2)

T Cmnd: Reset

Rx: Event: SimplyBlue Ready, SW Version: 0212 (Patch 10)

Rx: Event: Enter Bluetooth Mode, Status: 00

Tux: Cnd: Enter Bluetooth Mode

Rx(Raw) 02,43,47.01,00,88,00,03

Tx(RAW]: 0252,47,02,00,98,03,14,03

Rx(R&wW) 02,43,47.01,00,88,01,03

Tx(RAW]: 0252,47,C2,00,58,EE,04,C8,00,00,2C,C8,00,00,2C.C8.0
Rx(Raw) 02,43,47.01,00,88,01,03

Tx(RawW): 0252,47,4D.01,E7,00,00,78,0E,00,00,20,03,00,00,02,10
Rx(R&W). 02,43,47.01,00,88,01,03

Tx(RAW]): 0252,47,C2,00,58,01,00,65,64,01,00,02,69,53,01,00,BD
R=(Raw]) 02,43,47,01,00,88,01,03

Tx(RawW). 0252,47,4D,01,E7,00,00,76,0E,00,00,1E,03,00,00,02,21
Rx(R&wW): 02,43,47.01,00,88,01,03

<

Figure 7. Step 4, Send Software Reset

5 Firmware Release History

Release date: January 2006

5.1 Version 2.12

Table 3. Firmware Release Changes 2.12

Issue

Type

Description

None

None

Initial release.

5.2 Patch 10

Release date: September 2007

NOTE: This is a Patch workaround but not an EEPROM Patch. It should not be stored in EEPROM.
See Section 4.2 for details on how using this Patch.

Table 4. Firmware Patch 10 v2.12

Issue

Type

Description

EEPROM Lockup

Workaround

EEPROM not recognized: the module sends the “Await_|Initlialization_Event”
on boot-up. See Section 4.2 for details.

5.3 Patch 2

Release date: July 2006

Table 5. Firmware Patch 2 v2.12 Changes

Issue Type Description
Transmission Problem in When the module is in command mode, Data pending are not flushed when
command mode when link Bug Fix the RFCOMM connection is terminated by link timeout. This could cause the
terminated by link time-out device to be stuck.
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5.4 Patch 1 (Test Patch)
Release date: January 2006

Table 6. Firmware Patch 1 v2.12 Changes

Issue

Type

Description

None

Validation

Internal use. Test Patch for validation.
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

Tl warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

Tl does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by Tl for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of Tl components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, Tl components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No TI components are authorized for use in FDA Class Il (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

Tl has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.

Products Applications
Audio www.ti.com/audio Automotive and Transportation —www.ti.com/automotive
Amplifiers amplifier.ti.com Communications and Telecom  www.ti.com/communications

Data Converters
DLP® Products

DSP

Clocks and Timers
Interface

Logic

Power Mgmt
Microcontrollers
RFID

OMAP Applications Processors
Wireless Connectivity

dataconverter.ti.com

www.dlp.com

dsp.ti.com
www.ti.com/clocks

interface.ti.com

logic.ti.com

power.ti.com
microcontroller.ti.com

www.ti-rfid.com
www.ti.com/omap

Computers and Peripherals
Consumer Electronics
Energy and Lighting
Industrial

Medical

Security

Space, Avionics and Defense
Video and Imaging

Tl E2E Community

www.ti.com/wirelessconnectivity

www.ti.com/computers

www.ti.com/consumer-apps

www.ti.com/energy
www.ti.com/industrial

www.ti.com/medical

www.ti.com/security
www.ti.com/space-avionics-defense

www.ti.com/video
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