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nya Bluetooth Low Energy

You will learn in this module

= |ntroduction to Communication
* Internet
* Internet of Things
* Challenges

= Wireless
* Encode
*  Transmit
* Decode
= Radio
* Frequencies
* Channels

CC2650 microcontroller

Main CPU RF core
-Cortex M3 - Cortex MO
-128k Flash -ADC

- PLL

Controller

T 6.8pF
2.4nH

2.4GHz

Ll

T 1pF 1.8pF
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Number of Links

2 nodes
1 link
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n*(n-1)/2

5 10 15
Number of Nodes
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Smart object

Microcontrolle Sensor

Smart object

Microcontrolle

Smart object

Microcontrolle

Central

Server

Actuator

Actuato

Smart object

icrocontrolle

Sensor Sensor

Texas Instruments Robotics System Learning Kit: The Maze Edition

17 | Bluetooth low energy - Wireless SEKP154



18

Standardization
* Bluetooth Low Energy, Simple Network Processor

» Interoperability
» Technologies, vendors, companies

= Evolution
* Incremental/continuous vs revolutionary

= Stability
= Abstraction
= Scalability, 50 million to 50 billion

= Security
» Confidentiality, integrity, availability

| Bluetooth low energy - Wireless
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Medium
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Radio

3kHz 3MHz 3 GHz 3 THz 3 PHz 3 EHz 300 EHz
) Radio . Micrc')waw? Infrared UV rays | Xrays | Gamma rays
/ S ] . .
Broadcast ' GPS OEther Visable light
p B B
TV Some wifi A cellpho. _\{l:c,lble light ranges from 430-770 THz

cellphones BLE

Bluetooth communication occurs in the microwave band at about 2.4 GHz

| Bluetooth low energy - Wireless
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Wifi

Standard

Description

Wifi

Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features

| Bluetooth low energy - Wireless
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Standard Description

Wifi Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features

Bluetooth/BLE Very low power

BT up to 2 Mbps

Massive deployed base

Frequency hopping

Good performance in congested/noisy environment
Ease of use

No roaming

Texas Instruments Robotics System Learning Kit: The Maze Edition
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Standard

Description

Wifi

Up to 600 Mbits/sec

Fixed wide frequency channels
Requires lots of power

Support for 2.4 and 5 GHz channels
Extensive security features

Bluetooth/BLE

Very low power

BT up to 2 Mbps

Massive deployed base

Frequency hopping

Good performance in congested/noisy environment
Ease of use

No roaming

ZigBee

Very low power

Fixed channels
Complex mesh network
250 kbps bandwidth

23 | Bluetooth low energy - Wireless
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D»)[Q Radio has 40 narrow bands

Each band is 1 MHz.

BLE
Advertising

BLE
Comrl_}ynication

Wifi

ezttt

Wifi
Channel 6
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afal Low power

Connection Events

so -_—
~ -_—
~ Ssa = o
~ -— Se
~ -_— -

~o Ssed
~

Time(s)

Y / L, -

g

Sleeping

g -
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afal Summary

Wireless Communication
» |nternet of Things

= Standardization

* Radio

= Low power

Antenna Antenna
Inputs zlgacziii-loz Inputs
Outputs Frel_?#lf ney Outputs
Crystal Crystal

| Bluetooth low energy - Wireless Texas Instruments Robotics System Learning Kit: The Maze Edition
26 aqy SEKP154



\—/

Module 19

Lecture: Bluetooth low energy - Theory



nfal Bluetooth Low Energy

You will learn in this module
» Client-server paradigm
* Reguest-response

= BLE [ 2T T o R 22
; = » "o © © sroy
* Profile : X BT 0 @ CC2650M BoosterPacIm: e
o SerV|Ce : R24M - Rev: 0.9 % '_;{:
) . L RI3moR L. © LPRST
« Characteristic = > 1w [ wescie G
: . ? - € Suiso
) ::;:: z |'; Re.slg’l.szurces _" & 1013
awe s wt DIOS WY Wy B oe s 218 & « 01014
= CC2650 ETTR W | (i o g
* Microcontroller
* RF radio

* Sensor interface

= CC2650 — MSP432 BLE Server
e SNP - SAP

Texas Instruments Robotics System Learning Kit: The Maze Edition
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D»)(:u BLE Advertising

Standby

Discovery

Connection
Slave
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fa1 Client-server

Requests or
Commands

—

Responses

-

Service
-Characteristic
-Characteristic

Service
-Characteristic
-Characteristic

MSP432/CC2650

SmartPhone

| Bluetooth low energy - Theory
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Q@Q Profile

Generic Attribute Profile (GATT)

Service

Characterisic
UUID=0xFFF1,R/W “Data”

Characterisic
UUID=0xFFF2,R,“Switches"

Characterisic
UUID=0xFFF3,W,“LEDs”

Characterisic
UUID=0xFFF4,Notify, "Count"

Texas Instruments Robotics System Learning Kit: The Maze Edition
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afal BLE layers

Generic Access |Generic AttributeProfile
Profile (GAP) (GATT)
Security AttributeProtocol
Manager (SM) (ATT)

Logical Link Control and
Adaption Protocol (L2CAP)

Controller

Host-Controller Interface (HCI)

TI SimpleLink™ Bluetooth log energy
CC2650 Module BoosterPack™

Link Layer (LL)

Physical Layer (PHY)

Texas Instruments Robotics System Learning Kit: The Maze Edition
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sfal CC2650

CC2650 microcontroller

Main CPU
-Cortex M3
-128k Flash
-20k RAM

RF core

- Cortex MO
-ADC
- PLL

- Modem
12C Timers

UART SPI
12S AES
GPIO RTC

Sensor
Controller

T6.8pF
2.4nH
1pF

I1 oF 2.4n

2nH 2nH

H j_:1pF

2.4GHz
12pF

1.8pF
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Antenna

Inputs

Outputs

Crystal

Texas Instruments Robotics System Learning Kit: The Maze Edition
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D»)nf_“u CC2650 — MSP432 BLE Server

10

Server

Application Processor
-MSP432

Network Processor
-CC2650

| Bluetooth low energy - Theory

Antenna

(]
Crystal
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J1.1

J4.35NRESET

J1.3 Tx

J1.4 Rx

J2.2 MRDY

J2.19 SRDY

J2.20

CC2650BP
3.3V

' Reset

DIOO

d DIO1
d DIO7

DIO8
GND

11 | Bluetooth low energy - Theory
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pfal Summary

Bluetooth Low Energy

Client — server

Profile, service, characteristic
Advertising

CC2650

CC2650-MSP432 system

12 | Bluetooth low energy - Theory
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nfal Bluetooth low energy

You will learn in this module

= BLE server
« (CC2650-MSP432 Interface
« Serial, interrupt driven

Current : % -’
SN mCOSUrCGreen T | o . © <<{GND|
D102 04 5

i o [ D 0 " &' & sroy
= Simple Network Processor ‘ Laiihg 2 o gczosgsom Boosterfack @ g s
° E Y R4Mw ev;: O, ':G 4
Handshake . aecn % € St
* Message protocol - > 1 (D mesie Gws
3 . . X RIOR B € Suiso

RN ® Reset sources «* doi013

pizem el E .
o Y 3 . :63‘ -HEEE wn @ Soi014
$5s0dD106-9 W - o Jigrsy
1030 18 e T
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p¥a) Reset

= MSP432 is master 11 CC2650BP
« MSP432 can reset CC2650 74 35NRESET ;-SVt
> ese
J1.3 Tx e
= CC2650 is slave j;; ,m — L8
= Command/response protocol B iREReT g:g;
J2.20 s

< 10ms >

Reset

MRDY (high)

29 | Bluetooth low energy — Simple Network Processor Texas Instruments Robotics System Learning Kit: The MazseEicélzgz



afal MSP432 to CC2650 message

CC2650BP
3.3V
'Y Reset
DIOO
d DIO1
d DIO7
DIO8
GND

J1.1
J4.35NRESET
J1.3 Tx

J1.4 Rx

J2.2 MRDY
J2.19 SRDY
J2.20

Reset (high)
TX (high)
3)Message
RX
1 1 4

MRDY | B

2 )

SRDY [

Texas Instruments Robotics System Learning Kit: The Maze Edition
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m.q CC2650 to MSP432 message

CC2650BP
J1.1 3.3V
J4.35NRESET‘ Reset
J1.3 Tx DIOO
J1.4 Rx o D01
J2.2 MRDY _ e
J2.19 SRDY DIO8
J2.20 GND
Reset (high)
3)Message
Tx |—|
o (high)
2 5
MRDY B
’ 4
SRDY
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Length Command

Payload

SOF L 0 Co C1

FCS

<«—— L bytes ——

const uint8 t NPI_ GATTSetDeviceNameMsg][]

SOF,18,0x00, // length = 18

0x35,0x8C, // Set GATT Parameter
0x01, // Generic Access Service
0x00,0x00, // Device Name

'S','h','a','p','e','

l,|t|"h|,'e',

' ','W','o','r','l','d',
0x77} ; // FCS

32 | Bluetooth low energy — Simple Network Processor
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iJa| Advertising
Length Command Payload
SOF L 0 Cco C1 FES

<«—— | bytesS ——

GATT Set DeviceName
LP->SNP FE,12,00,35,8C,01,00,00,53,68,61,70,65,20,74,68,65,20,57,6F,72,6C,64,DE
SNP->LP FE,01,00,75,8C,00,F8
SetAdvertisementl
LpP->SNP FE,0B,00,55,43,01,02,01,06,06,FF,0D,00,03,00,00,EE
SNP->LP FE,017,00,55,43,00,17
SetAdvertisement2
LpP->SNP FE,1B,00,55,43,00,10,09,53,68,61,70,65,20,74,68,65,20,57,6F,...,00,0C
SNP->LP FE,02700,55,43,00,17
StartAdvertisement
LP->SNP FE,0OE,00,55,42,00,00,00,64,00,00,00,00,01,00,00,00,Cc5,02,BB
SNP->LP FE,03,00,55,05,08,00,00,5B

Texas Instruments Robotics System Learning Kit: The Maze Edition
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n¥al Add service

Length Command

Payload

SOF L 0 Co

C1

FCS

<«—— | bytes — —

Add service

LP->SNP FE, 03,00,35,81,01,F0,FF,B9

SNP->LP FE, QIj00|, 75,81,

Add CharValuel

00,F5

LP->SNP FE, 08700, 35,82,03,04,00,00,00,02,F1,FF,BA
SNP->LP FE, 03§00, 75,82, 00;1E;00, EA

Add CharDescriptorl

LP->SNP FE,0BJ00|, 35,83,80,01,05,00,05,00,44,61,74,61,00,0C
SNP->LP FE, 0400/, 75,83, 00,80,1F;00, 6D

Register service

LP->SNP FE,00,00,35,84,

Bl

SNP->LP FE, 05;00,75,84,00,1C,00,29,00,C1

34 | Bluetooth low energy — Simple Network Processor
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&l \Write indication

)

Length Command Payload
SOF L 0 Co C1 FCS

<«—— L bytes ——

Write Indication Handle Offset
W — Connection R D Data
] — n

AN N\
SNP->LP FE,08,00,55,88,00,00,1E,00,0\1,00,00,05,CF
LP->SNP FE ,03,00,55,88,00,00,00,DE

Var—avi

Write Confirmation Connection

o Texas Instruments Robotics System Learning Kit: The Maze Edition
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Length Command Payload
SOF L 0 Co C1 FCS

<«—— | bytes — —

Read Indication Handle

. Connection Offset Max
Read Switch=1 \\\ \ \\ \ \

SNP->LP FE,08,00,55,87,00,00,21,00,00,00,9D,00,66
LP->SNP FE,08,00,55,87,00,00,00,21,00,00,00,01,FA

/ / /
Status Handle Data

Read Confirmation Connection Offset

o Texas Instruments Robotics System Learning Kit: The Maze Edition
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Summary

Bluetooth Low Energy

3

Current LEDS .

= Network Processor TR 5v ORI T
. . ‘ - 7 : % 'Lf. < D102 DI04 d
= Application Processor "B 00 CC2650M BoosterPacke
E =~ R4 ™ ev;: O,
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€ Duiso
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Reset sources
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