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To increase system efficiency and reduce revenue loss, utility providers must either prevent or detect when 
customers are stealing services. A common way to steal service is to tamper with the meters used for billing. 
Many tamper methods are invasive and require modifications to components inside the meter case, so the first 
line of defense is the meter case itself. Meter cases should be difficult to open, with an intrusion detection 
system in place to determine when someone has opened it.

Traditionally, this type of tamper detection functionality was mechanical. As shown in Figure 1, a post on the 
case physically pushes down on a push-button connected to a general-purpose input/output (GPIO) pin of a 
microcontroller. When the case is opened, the post releases from the button causing the state of the GPIO pin to 
change, which would alert the microcontroller that the case was opened.

Figure 1. Traditional Mechanical Case Tampering Implementation

There are limitations to this mechanical implementation because there are ways to open the case without 
activating the push-button. There are also durability issues because the push-button can get stuck, thus 
paralyzing the tamper detection functionality. To mitigate these issues, you could use higher-reliability switches, 
but that would increase the system cost.

One alternative is to use an implementation with an inductive switch like the LDC0851. The LDC0851 measures 
the inductance of a sense inductor and a reference inductor and updates the push-pull output depending on 
which inductance is higher. You can implement the inductors by fabricating coils on the system’s printed circuit 
board (PCB), as shown in Figure 2.
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Figure 2. Example Reference and Sense Coil PCB Implementation

The switch output of the LDC0851 pulls low when the sense inductance (LSENSE) is sufficiently smaller than 
the reference inductance (LREF), and similarly pulls high when LSENSE is sufficiently larger than LREF. The 
LDC0851 also features a threshold adjust mode that modifies the required relationship between LSENSE and 
LREF for the switching point, which enables fine-tuning of the switching point for a specific distance. Additionally, 
when a metal approaches the top of one of the coils connected to the LDC0851, the inductance of that coil 
decreases.

Using this inductance decrease property as well as the operational characteristics of the LDC0851, it’s possible 
to implement case tamper detection by placing a metal at a fixed distance from the sensors so that the LDC0851 
is in a known state. When the meter case is opened, the distance between the coil and the metal changes, 
causing the output to change states. The microcontroller connected to the LDC0851 would detect and log this 
change as a case tamper event.

In the next installment of this two-part series, I will discuss the advantages of this new inductive-based method 
for case tamper detection.
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