Tl|Developer Conference Minds in Motion

March 7-9, 2007 » Dallas, TX

Techniques for Analyzing, Testing,
Commissioning and Managing
ZigBee Networks

Jason Choong
Daintree Networks, Inc.

DaintreeNetworks

Technology for Innovators” Wi TEXAS INSTRUMENTS



Tl | Developer Conference

Overview

* Presentation describes requirements and challenges for
testing, analyzing, commissioning and managing

« Covers key aspects of the design and deployment

lifecycles
Development System
Testing Verification
* Application & profile * Network analysis, * Configure devices and
development performance analysis network
« Small numbers of devices « Full system of devices » Verification, go/no-go
* Inthelab * In the lab/field trials conditions

* Full system of devices
* In the field, by installers &
end-users

« Describe challenges, solutions and experiences with
testing and analysis of ZigBee networks Minds in Motion
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Development Testing with Protocol Analysis

 Malin requirement here is
verifying that:

— The application was correctly
implemented.

Protocol transactions are correct.

« Main tool used here Is a proto-

col analyzer to “sniff” packets.
— Commonly used tool.

Focus instead on what'’s different
about ZigBee for protocol analysis.

E Packet List

B Packet Data

EEX

Packet Decode

4 Frame 22 (Length = 33 bytes) ao0dc: ag ao oo a7 0z 50 ..... P
+. IFFF &0%.15.4 oolz: Oz 00 04 01 Oa 81 ..... !

: oois: oo os WEEGENEONEEN .. AHER
- Zighes UK coie:  GEaanll L[]

¥
—|- ZigEee AF

+-4F Header: OxzZl

—- Transaction 1

Transaction Zedquence Nuwmber = 0x00

+- 2igBee MG

—|- ZigEBee ZCL
-- ZCL Header
= FrameControl: 0
FrameType: 00 (Command acts across the entire profile)

Vendoripecific: 0 (The warmfacturer code £ield shall not be
GroupIdentifierPresent: 0
Regerved: 0000

CommandIdentifier: 0O

- FramePayload: 01:00:00

--FeaddttributeFrane
AttributebataType: 1
Attributeldentifier: 0

[The group identifier field shallf
[Reserwed)
[Fead attribute)

[Insigmned S-bit integer)

[HWRevizion)

EE®

5. Time 11\]‘&]‘[( Src HWE Dezt AFS 3rc EP | AFS Dest EP | AP5 Profile | AP35 Cluster Protocol Packet Type

18 02:23:49,542 0x0001 Ox0000 =00 Ox00 ZDFP End Dewvice B.. Zigbee M3G ZDP:End Device Bind Reg

19 02:23:49.543 IEEE §0Z.. Acknowledment

20 02:23:49,553 0x0000 Ox0001 O=00 Ox00 ZDFP End Device B.. Zigbee M3G ZDP:End Device Bind Rsp _.]
21 P23 JEEE 802.. Acknowledoment

22 O 6. 45 0x0001 General:EBasic Zighee M5G HA:General:Basic

23 123: 56,482 IEEE 802.. Acknowledguent

25 0Z:23:56.489 IEEE §0Z.. Acknowledqment

26 02:23:56,490 0x0001 Ox0000 Ox0a Ox0a Ha General:Basic Zigbee M3G Hi:General:Basic

27 23

IEEE 802Z.. Acknowledmment

Technology for Innovators®
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Development Testing with Protocol Analysis
Finding Packets of Interest

e ZigBee networks have: —
_ Many deVICGS B Visual Device Layout
— Multi-hop meshed networking.

Finding packets of interest can be a
challenge. In any time interval:

— Many devices could be transmitting.

— Assingle packet could be transmitted
multiple times on a multi-hop route.

287h
nooz

0x0004

00003

0004

00004

Ox267d

. Commard:

ZTF

] Time MAC Src | MAC Dest | WWE Src | NUE Dest | Packet Type 14cd
531 1 25:26.396 Oxz87¢c Oxf£fff Ox0o004 Oxffff NUE Command: Route Request
532 t125:26.462 Oxz287¢c OxfEfff Ox0004 Oxffef MNUE Command: Route Request
533 25: 26,529 0x0000 OxEEEE 0x0004 OxEEEE MUK Coumand: Route Request 1438

HeA R Oxldie
540 14:25:27.220 0x0003

0x0002

Oxldie

=000z

ACEnowlEdgnent
MUK _Comnwmand: Route Repl

Ox0o0z Ox0o004 Oxza7d ZTP:Transmit counted packets

Hodl R EEHA Aoknowledoment

54z 14:25:27.235 Ox0002 Ox1ld3e Ox0004 Ox287d ZTP:Transmit counted packets 287d
PIB=T- i I Ha F]=) scknowmledoment

Ld4d 14:25:27.239 Oxld3e Oxz87d Ox0o0d Ox2a7d ZTP:Tranzmit counted packets
M55 1d: 25127, 244 Acknowledoment

L46 14:25:27.248 Oxld3e 0xz87d Ox0ong Oxz2a7d ZTP:Transmit counted packets

ady ldr25rdy. Jud Lxae UMELLLL L uus UXLLLL Nk UCommand: Foute Fequest AJ

543 14:25:27.334 Ox0003 OxfEfff 0x0003 Oxffff MNUE Command: Route Request

@ End First Stream

al

uf

Technology for Innovators®
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Development Testing with Protocol Analysis
ZigBee Cluster Library and Verifying New Application Profiles

* You will be developing or extending Prfie
your appllcatlon prOflle. Id: 0x0104 Mame: Home Aukomation Abbresw:  HA

. Description:  Home Automation Profile based on ZigBee Cluster Library
— Some may be based purely on public
profiles and specifications. e b

— Some may be proprietary, and some
may be private.
L NeW Zig Bee Cluster Library (ZCL) Wi” IZI>:<DD2 Mei:ilremeiri and Sensing: luminance measurement notification

0x0021  Measurement and Sensing: luminance measurement configuration

S pe e d u p yo u r d eve | O p m e nt by 0x0022  Measurement and Sensing: Iluminance level nokification

0x0023  Measurement and Sensing: lluminance level sensing configuration
- 0x0024  Measurement and Sensing: Temperature measurement notification
al IOWI n g yO U tO Library Available Clusters 00025 Measurement and Sensing: Temperature measurement configuration
0x0026  Measurement and Sensing: Temperature level nokification
Se I e Ct CI u Ste rS M 00027 Measurement and Sensing: Temperature level sensing configuration
. . 0x0028  Measurement and Sensing:Pressure measurement notification
fro m I I b rar I eS Lightirg Power configuration 0x0029  Measurement and Sensing:Pressure measurement configuration
Measurement ... i i i 0x002a  Measurement and Sensing:Flow measurement notification
HyaC ’ 0x002b  Measurement and Sensing:Flow measurement configuration
and re-use them |

0x00Zc  Measurement and Sensing:Occupancy sensing configuration
Security and ...

0x002d  Measurement and Sensing: Occupancy nokification
for yo u r Own Pratorcals 0:x0040  Lighting:Color Control
applications.

00060 HYAC:Pump Configuration and Conkrol
00080  Closures:Shade Configuration

0x00al  Security and Safety:IAS Zone

0x0052  Security and Safety:IAS ACE

0x00a3  Security and Safety:IAS WD

Alarm MokiFicakion
Alarm Configuration
Events

Tirne

Minds in Motion
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Development Testing with Protocol Analysis
ZigBee Cluster Library and Verifying New Application Profiles

Simple example from a test event

» “ldentify” cluster is a new ZCL cluster that facilitates the identification of
devices (e.g., to select a subset of devices for specific action).

* In the test event, a proposal was made to add additional commands to
this cluster — command IDs 0x02 and 0x03.

B

| 4 Protocol ZigBee ZCL FD_G... Analyzer\Profiles) - GVIM

New XML fragment (not

File Edit Tools Syntax Buffers ‘Window Help i “|d ify”
— currently In enti
AERSE o @ B RRED 3HA TAD Y y
i - cluster in the ZCL)
<fragment name="Cluster._Identify.CommandIdentifierValues">
<values> -
{single> e
<value’B=88</value>
<name>Identify</name>
{fsingle>
{single>
<value>@x81</value> Bl-ZigEge L New command decoded...
<name>End Identify</name: =-ZigEfe AF
SN gle - M Header: OxZl
<single> 1 ]
<value>Bx82</value> E Aransaction 1
<name>Identify Query</name’ Transaction Sequence Number = 0Ox01
</single> [+ ZigBee M3G
{single> Wiy
<value>Bx03</value> HATE.
<nane>Identify Query Response<{/nane> =-ZCL Header
{/single> = FrameControl: 1
<default i .FrameType: 01 (Command is specific to 4 cluster)
<,dE::3T:§Reserued(!name> . .VendorSpecific: 0 (The manufacturer co field shall not be included in the ZCL
<fvalues> ; E GroupIdentifierPresent: 0 (The group igentifier field shall not be included in t©
</fragment: ‘- Rezgerwved: 0000 (Rezerved)
Iucammandldentifier: 2 [Identifwy Duery]l
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System Verification with Network Analysis

e Situation
— Application has been developed.
— Verified for a small handful of devices.

 Next step

— Test a larger system more closely matching likely
usage in your commercial solution.

e More end devices.
« Add routers to achieve multi-hop networking.
» Devices distributed over larger area.

Minds in Motion
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System Verification with Network Analysis
Distributed Analysis

o System will be:
— Spread over a larger area.

— Probably across different rooms,
buildings or areas.

o Capturing packets

— Single node will not pick up all the
packets.
— Multiple capture nodes will be
required.
 Key requirements for distributed
analysis:

— Multiple capture nodes.
— Clocks synchronized.
— Capture nodes must be networked
(e.g., via Ethernet or Wi-Fi).
 The result:

E Capture Node — Single view of all packet exchanges
for the entire network.

mmmmms Ethernet or Wi-Fi Connection

Minds in Motion

é End Device or Router
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System Verification with Network Analysis
Analyzing Network Formation

* Analysis of network formation involves validating the following:
— Did the device join the network?
— How and where did the device join the network?
— Is the network structure acceptable?
 The example below shows a tree being detected as devices join the

network. A device joins the network by associating with a device already
on the network.

°
1aaa ‘..:.:.'
? DaintreeNetworks

— —_
oo+~ —— 143e
00000020000000e 000000060000000e
=
e T T -

= T -
. — — i =
— -

- . .
vl 43— 1 78— 1afd 1856
0000000300000008 (00070000000 000000000000¢c2 0000000000000¢c3 000000:100000000
<
T

™ T 7

T
0003 — 1440 1867
0000000400000008 0000000000000¢c¢1 00000000000000f4
i _—
e e— 6 noo4
0000000500000008
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System Verification with Network Analysis
Analyzing Mesh Connectivity

» ZigBee offers mesh networking.
— Multi-hop connectivity

— Devices separated by larger
distances

— Resiliency from temporary radio
fading and interference
* Only effective if there are
redundant paths through the
network.
* The link quality indicator (LQI) is
an indicator of this effectiveness.
— Ensure sufficient redundant paths

through the network for all
devices.

— Sections of the network should
not be isolated (in an RF sense)
from each other.

Thermaometer
"‘5&2

i ) nke DPtectnr
< h 0001
/\‘ ‘\\\

" Coordinator

£ =
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System Verification with Network Analysis
Tracing Packet Flows

 When packets do not reach their intended destination, it
may be necessary to trace packet flows.
— Which route did the packet take? Which routes failed? Why?

e This example shows a visual

representation of
such a trace.

Technology for Innovators” Wi TEXAS INSTRUMENTS
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System Verification with Network Analysis
Tracing Packet Flows

| Packet List —E”EWE

Su.d | Time Sre Deat MAC Seq Ho | NWE Src | NWE Deat | Packet Type C _I:

# End Formation rOSS-re erence to
1326 14:59:28.771a07 0x0a47 0x07el) 0x57 0x0a4d7 Dx0000 Reserved (Jecured)

1327 14:59:28.782707.. |0x0a47  0x07es| 0xs7 0x0a47  0x0000  Reserved (Secured) prOtOC()l analyzer to
1328 14:59:28.787315.. |0x0a47  0Ox07e3) OxE7 0x0a47 0x0000 Rezerved (Zecured) . .

1329 14:59:25.790015, . WOx0s47 00729l 0x57 0x0a4d7 Ox0000 Feserved (Jecured) t) F) h( I

1345 14:59:28.885392.. 0x0a47 0x097d 0Ox88 Ox0a47 O=0000 Rezerwved ([Secured) O taln aC et ISt to
1347 14:59:268.891122.. 0x097d 0x0000 Ox38 0x0a47 O0x0000 Rezerved (Secured) (j' |' I (j

1400 15:03:25.852701.. 0x0a47 0x097d 0Ox59 0x0a47 O=x0000 Rezerved (3Jecured) Ig a Itt e eeper.
1402 15:03:25.8589687.. 0Ox097d 0x0000° 0Ox3d 0x0a47 0x0000 Reserved (Secured)

1403 15:03:25.59168513. . Oxn97d N«0Onnn  Oxie 0x0a4d7 Ox0000 Feserved (Jecured)

1407 15:04:05.321861..  0x0a47 0x097d 0Ox8a Ox0a47 O=00a0 Rezerwved ([Secured) Al

#End First Stream

<

e ooo
m Saurce and Destination Device

View Size ]

07ed

- : 07eq
Prink Preview

Print Setup. ..
Prink

Backaround Image. ..

e ooz
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System Verification with Network Analysis
Tracing Application Layer Messages

« Analysis of application layer messages encompasses:
— What are the messages being sent between endpoints?
— Are the right messages and values being sent?

 Example below shows active endpoints (red rectangles)
for each device (blue circles).

0ooo
ooat 002
6 o 6 -

ﬁﬁ éﬁ - - ﬁz

| |

01702 HCL Profile 0x0100
DimBrightDRC 0x02

Technology for Innovators” Wi TEXAS INSTRUMENTS
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System Verification with Network Analysis
Tracing Application Layer Messages

To analyze and troubleshoot further, cross-reference
back to protocol analysis.

Destination EndPoint

v
[BGEERY Source EndPoint
Wigw Size b -
Print Preview Source and Destination EndPaint

01/02 HCL Profile 0x0100 Print Setup. .. Cluster »
DirnBrightDRC 0x02

EEX

-

[E Packet List

SEC NUWE Dest | 4F35 Src EP | &P3 Dest EP

L820055 0002 0x030e o0z or BRIGHT Commands for Switch Remote Contr
838621, 8 Ox0002 0x030e 0x01 Ox02 or BRIGHT Commands for Zwitch Remote Contr
Ox0002 Ox030e 0x01 Ox02 or BRIGHT Commands for Switch Remote Contr

4. 040862,

. § COx0002 Ox030e 0«02 or BERIGHT Commands Switch Remote
Ox0002 Ox030e Ox01 TN BEIGHT Commands for Switch FEemote Contr
0002 Ox030e Ox0L o0z or BRIGHT Commands for Switch Remote Contr
Ox0002 Ox030e 0x01 Ox02 or BERIGHT Commands for Zwitch Remote Contr
Ox0002 Ox030e 0x01 Ox0z2 or BRIGHT Commands for Switch Remote
Ox0002 O0x030e 0x01 Ox02 or BRIGHT Commands for Zwitch Femote

|

21:42:28.475775.
21:42:29.888232.,
21:42:30.088553.

Technology for Innovators” Wi TEXAS INSTRUMENTS
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System Verification with Performance Analysis

e Situation
— Functional aspects examined.

 Next step
— Validate that the system meets the application requirements.
— Works correctly as part of the large system.

Minds in Motion
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System Verification with Performance Analysis

Scenarios
* A “light” network of: * A “heavier” network of:
— 20 sensors. — 300 sensors and actuators.
— Collecting readings every five - Sensof(s generat(;el updates
AT every five seconds.
Occasional data 10ss is — Commands to actuators cannot
B be lost, but delays are
acceptable. acceptable.
 Less susceptible to — Loss is unacceptable.
performance issues. * This network is likely to be

heavily loaded and could suffer
from congestion. Furthermore,
packet losses must be
minimized, but some delay is
acceptable.

Minds in Motion
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System Verification with Performance Analysis
Performance Metrics

« Key metrics e Other metrics
— End-to-end packet count/loss — Per-hop data rate/throughput
— End-to-end data — Per-hop delay
rate/throughput — Individual device (router)
— End-to-end delay loading

— These describe the overall
network performance.

Minds in Motion

Technology for Innovators” Wi TEXAS INSTRUMENTS



Tl | Developer Conference

System Verification with Performance Analysis
Network Design Considerations

» Goal of performance analysis

. . Significant
— Specify network designs to meet the ? RE
application’s performance attenuation

requirements.

 Some basic guidelines are: é &AL_/ o
sy

— Avoid congestion & bottlenecks. ! | o

» Physical layout or the use of star ! !
networks. Significant
RF

* Reduce delay and packet losses. TR .
— Maximize redundant paths (meshed é é é
networking).

» Alternative routes during short-term
radio fading or interference.

» Multiple routers are within (reliable)

radio range. #. Ly ! |
1

» Create rules for network design and

. N\
layout for installers to follow. \ \é N 'é
— Don't place near certain objects, for \é 7
every X end device, have Y routers,

/7
~ Ve
etc. R -é’ ™ " .
Minds in Motion

[ =
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System Verification with Performance Analysis
Obtaining Performance Measurements

 Measurements can be obtained by observing
the packet exchanges between devices

* Visual measure-
ments can
quickly highlight
ISSUES.

B Visual Device Layout

Technology for Innovators®

B=1ES

DaintreeNetworks

07e4
9 packets
1 packets

07ed

(8222123412341234)

Device

Mk, Fiouked Cum, - 9 packets
Mk Losk Packet Cum, - 1 packets

Wi# TEXAS INSTRUMENTS
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System Verification with Performance Analysis
Obtaining Performance Measurements

Numerical measurements can provide network-wide performance summaries.

Mi Measurements

MAC Tx NWE Tx NWE Avg
Measurement Name Cum. . Latency Cuw
[packets) | (packets) [ms)
BSBChanne]l Sunmary
- PAN ID: 1234
+ Dewice: 0000 {(a200000000000000)
+ Dewice: 0001 (1111111111111133) 52 1 11z.00 0.00 -
+ Dewice: 071le (alO00000000000O00) 44 1 l28.00 576,00
+ Dewice: Oe3b (1111111111111122) 13 u] 0.00 0.00
+ Dewice: Oedc (3a05000000000000)% 19z 0 0.00 560,00
+ Dewice: 0002 [(Za0s000000000000) 221 ] 0.0a Le0. 00
+ Dewice: 071f (4a05000000000000) 152 0 0.00 560,00
+ Dewice: 097d (1600000000000000) 195 1 l28.00 1152.00
+ Dewice: 0720 (1700000000000000) 145 u] 0.00 445, 00
+ Dewice: Obdb (a000000000000000) 37 0 0.00 0.00
+ Dewice: Odbe [(Se00000000000000) 137, ] 0.0a 0.0a
+ Dewice: 0195 (1111111111111144) 34 0 0.00 445, 00
= Dewice: 04bf (9£00000000000000) ] 14 E76.00 560,00
Route-Thru 15 15 Se0.00 Le0. 00
- NWE Streams Summary & ] 576,00 b
2 2 lz8.00 -
1 1 576.00 =
2 2 E76.00 -
1 1 576.00 - u]
111111111 15 0 0.00 445,00
(8222125412541 234 37 u] 0.0o0 352.00
L5 a777123412341234 15 G lz64.00 11z2.00 G.
Dewice: Oe3d (all ddeSfcabod 7 2 688,00 112,00 a.
Device: 0136 [adddl12353412§41-234d) z u] 0.00 112.00

All devices 04bf sent
packets to (and the
associated performance)

Devices struggling to be
heard by neighbors will
have high retransmissions

End-to-end latency for all /
routes Packet loss indicator

Technology for Innovators” Wi TEXAS INSTRUMENTS
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Commissioning & Management

e Situation
— The system has been verified.
 Next steps

— Setting up the end-user or professional installer for success.

— Key objective is to ensure that the task of commissioning and

managing a ZigBee system is relatively straightforward and
easy, with appropriate tools.

Minds in Motion
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Commissioning & Management
Key Considerations

Application developers should
consider network deployment
and management
requirements.

— How will the system be
commissioned?

— How will success be determined?

— What are the requirements for
ongoing maintenance and
management?

— What tools are required?

The solution must reflect
specific requirements during
installation & management and
skills of installers, which are
often different from developers
or engineers.

Scope includes:

System design and planning.

Simple and easy configuration
and commissioning of devices.

Device and system verification.

Ongoing management of the
system.

Minds in Motion
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Commissioning & Management
System Design & Planning

e Prior to actual commissioning, e The tasks in this phase
a design/planning phase may include:
take place for larger systems.

— Dimensioning the system:

* Quantities of each device
type.

| I O  Cost estimation (especially

@U X . for tenders).
HS 6532
I | EI:]‘ \\ ': 3 ; ?

— Ensure effective wireless
connectivity:

* With device and router
placements.

» Interference by and to other
wireless technologies.

Minds in Motion
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Commissioning & Management
Simple & Easy Commissioning
 With a plan in place, installers (often =S X

electricians) will install devices s o S oo PO
according tO the plan- Type Joined Channel Ext.PanID | PanID Short Addr

. = ‘f Zighee
] 00000000000000f1 0x0000 Ox0000 0x0000
« The tasks include: $—|
. . . 'f 00000000000000f3 0x0000 0x0000 0x0000
— D eV| Ce p I ace m e nt an d Co nf| g u I’atl 0 n : ‘f 00000000000000F4 11 0x0000 0x0000 0x0000
. . ¥ 0000000000000cc1 11 0x0000 0x0000 %0000
N CI u d N g ¥ 0000000000000cc2 11 0x0000 0x0000 %0000
¥ 0000000000000cc3 11 0x0000 0x0000 %0000

&
.
.
.
- . . 3
- Channel selection, network ID and L )
secu r|ty | nform ation. Y 000000040000000e @ | 1e=E Address: Dooooo0000DD0OFL
. . ] ‘f 000000050000000e & Networke ]User Semngsl
— Tracking and logging of device 3 coconnomooooooe o [|um— R
information, including: T oo | | = s ]
= . N = 'f 000000c300000000 » Y Security
i Matchlng serial numbers to SpeCIfIC Y’ 000000c400000000 .
. 000000c500000000
deV|ceS . $ 000000c600000000 : [~ Channel Mask ’7
L

Y asssasasasazazac

v ExtendedPanID |236f1212a24d1200

— Application bindings, grouping and I—
settings. T
» Binding a light bulb to a switch,

setting thermostat levels, etc.
* Much of the complexity of working
with wireless infrastructure must be : = .
hidden from the installer/end-user. Minds in Motion

Lol x ¥ apply changes and restart device

Technology for Innovators” Wi TEXAS INSTRUMENTS
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Commissioning & Management
Device & System Verification

e Prior to completion: R O
— Feedback on installation success and
failure.

— Ongoing monitoring and failure
detection may be required for larger,
more complex systems.

* The tasks in this phase include:
— Operational
» Device is active, device joins network.
— Configuration
» Correct binding and group settings.
— Connectivity
» Devices can reach each other.
— Performance

* Network and router performance meets
requirements.

— Alerts and logs

* Again, simple report/results are :
required, depending on the skills and

knowledge of the installer Minds in Motion
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Commissioning & Management
Management & Maintenance

 Ongoing management and * Unique and powerful features
maintenance is often required to available on TI's CC24xx product
ensure operational efficiency, or to family that can aid in management
handle addition, replacement or and maintenance:
reconfiguration of devices or the —  Over-the-air firmware download to
system. simplify in-the-field upgrades

e The tasks in this phase include: — Automatic locationing of devices

for applications requiring location
information and simplify the
installation and management task

— Upgrade of devices

* Over-the-air or wired upgrades
— Device and asset tracking

» Locationing systems

— Device management
» Add/remove/reconfig devices

Minds in Motion
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Conclusion

* In this presentation, we have:
— Examined requirements, challenges and technigues for testing,
analyzing, commissioning and managing wireless sensor
systems based on 802.15.4 and ZigBee.

— Discussed requirements for development, system testing, field
trials and deployment.
 For more information
— Learning: http://www.daintree.net/learning/learning.htm
— Product: http://www.daintree.net/products/products.htm

— ZigBee: www.zigbee.org

Minds in Motion
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications,
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Following are URLs where you can obtain information on other Texas Instruments products and application
solutions:

Products Applications
Amplifiers amplifier.ti.com Audio www.ti.com/audio
Data Converters dataconverter.ti.com Automotive www.ti.com/automotive
DSP dsp.ti.com Broadband www.ti.com/broadband
Interface interface.ti.com Digital Control www.ti.com/digitalcontrol
Logic logic.ti.com Military www.ti.com/military
Power Mgmt power.ti.com Optical Networking www.ti.com/opticalnetwork
Microcontrollers microcontroller.ti.com Security www.ti.com/security
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