User's Guide

WFA QuickTrack Control Application With CC33xx

i3 TEXAS INSTRUMENTS

ABSTRACT

This document provides information about utilizing the QuickTrack Control App to certify CC33xx devices
according to Wi-Fi® standards. The document provides a high-level overview of the certification process.
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Trademarks

Wi-Fi® is a registered trademark of Wi-Fi Alliance.

Linux® is a registered trademark of Linus Torvalds in the U.S. and other countries.

Windows® is a registered trademark of Microsoft Corporation in the United States and other countries.
All trademarks are the property of their respective owners.
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1 Download Prerequisites

The QuickTrack Control App is a Wi-Fi automation test tool utilized for Wi-Fi Certification. This user guide

is intended to provide an overview of using the QuickTrack Control App with the CC33xx devices to certify
end products. The required software and set-up steps vary slightly between Linux® and Windows® operating
software.

Note that Git Bash for Windows must be downloaded when using a Windows operating system.

The source files required to build and use the QuickTrack Control App can be cloned or downloaded and
extracted from GitHub. It is imperative that the tags and checkouts are verified to ensure that the correct version
is downloaded.

* Option 1: Clone from the Wi-Fi QuickTrack Repository (R2.2.1)
» Option 2: Download and extract the QuickTrack Control Application (R2.2.1) zip/tar file

After using one of the above options to acquire the source file, the installer specific to the operating system being
used must be downloaded. Both installers can be found on ti.com at the link below. Make sure to involve the
appropriate installer file that corresponds to the operating system being used (Windows or Linux).

¢« CC33XX QuickTrack Control Tool Installer
2 Build Prequisites

Note
The instructions and links included below are specific to use with an AM335x. If using a different
supported processor please be sure to download the appropriate SDK and compiler for that processor.

* Windows
— Download and extract the GCC Linaro package
— Install MSYS2

* Linux

— Download the SDK install bin for Linux at AM335x SDK (v06.00.00.07)
— Using the commands below convert the file to an executable and run it:

sudo chmod +x ti-processor-sdk-Tinux-am335x-evm-06.00.00.07-Linux-x86-Install.bin
./ti-processor-sdk-Tinux-am335x-evm-06.00.00.07-Linux-x86-Install.bin

3 Patch Steps

3.1 Additional Steps

If, during the download perquisites, the source code was extracted from a zip/tar file and NOT from the Git clone
then the following steps need to be added:

1. Open Git Bash [Windows] / Terminal [Linux] in extracted folder.
2. Run the below commands:

git init
git add .
git commit -m "init"

3.2 Overall Steps
The remainder of the steps should be executed whether the source code came from Git or a compressed file:

1. If you have not done so already, download the TI-Wi-FiQuickTrack-ControlAppC-Patcher installer linked in
the download prerequisites.
a. Confirm that the installer is compatible with the OS being used (Windows or Linux)
b. Note: if the Linux installer was used it will need to be converted into an executable using the chmod +x
command
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2. When you run the installer make sure to update the Installation Directory to Wi-FiQuickTrack-ControlAppC
source files directory that was downloaded previously either through Git clone or from the zip/tar file (see
previous steps).

a. Path of the given directory should contain source files such as .c and .h files and a Makefile

4 Check the Applied Patch

1. Open Git Bash (if on Windows) or terminal (if on Linux).
. Navigate to the Wi-FiQuickTrack-ControlAppC source files directory.
3. Type "qgit status". You should see:

$ git status
On branch master
Changes not staged for commit:
(use "git add <file>..." to update what will be committed)
(use "git restore <file>..." to discard changes in working directory)

Untracked files:
(use "git add <file>..." to include in what will be committed)

no changes added to commit (use "git add” and/or "git commit -a")

5 Build Steps

Linux
» Navigate to Wi-FiQuickTrack-ControlAppC source files directory in your Linux terminal
* Run the following command to build:

make CC=/<AM335_INSTALL_DIR>/1linux-devkit/sysroots/x86_64-arago-1linux/usr/bin/arm-Tinux-
gnueabihf-gcc

* Make sure the "app" file has been created in the Wi-FiQuickTrack-ControlAppC source files directory.

Windows
* Install 'make' using the following command in the MSYS2 terminal.

pacman -S make

* Navigate to the Wi-FiQuickTrack-ControlAppC source files directory.
* Run the following command to build:

make CC=<Path to extracted gcc-linaro-7.5.0-2019.12-1686-mingw32_arm-1inux-gnueabihf>/bin/arm-
Tinux-gnueabihf-gcc -k all

* Make sure the "app" file has been created in the Wi-FiQuickTrack-ControlAppC source files directory.
6 Using the Built App File

To use the QuickTrack Application provided by the WFA it is necessary to refer to WFA provided documentation.
To do so a membership with the WFA is needed which provides access to the QuickTrack Test Tool User Manual
that outlines how to download and use the QuickTrack application. Once those steps have been completed,
continue with the steps below to test the DUT.

Note as mentioned previously, in the example provided by this document the DUT is an AM335x host with a
CC33xx boosterpack.

1. Bring up DUT and connect to it serially using Terraterm, PuTTY, or a similar serial communication program.
2. Connect the DUT via ethernet to the same subnet that the computer running QuickTrack is connected to.
3. Confirm that the DUT has an ethernet IP, if not use ifconfig commands to set the IP address.
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4. Copy the following files to /etc/wpa_supplicant on the DUT (create the directory, if needed).
/etc/wpa_supplicant/

Name

t .
| wsc_settings_STAUT
| wsc_settings_APUT

| 3PP

5. Confirm that the certificates are located at /etc/default/certificates and that the same path is updated in the
tool settings to match:

o] QO D # localhost

Certification mode testing

Fi
1D of application profile loaded : 129768

Test Setup Conbguration Test Case Global Contigurabion Test Case Specific Configuration l Advanced Contiguration

° s0211d x 802110
DFS Channel 52 .

& Support Out-ol-Box WSC State Configured

Certification
Confgurabon O support AP Label PIN
AP Label PIN Code 12345670
[ suppont AP Keypad PIN
(4 suppor eypad
Tes!
gt [ Support AP Physical Display PIN
(O suppon AP Physical Pushbution
[ Suppon AP Vinual Display PIN
Heipfinfo

& Suppon AP Virtual Pushbution

([ AP aows selection 1o process WSC with speciied STA

ation Server(AAR) IP Address ‘ 192 168128

EAP-Method EAP_TLS - |
» STA configurations

= Certificate path

Trust Root Cenificate Path [ letcidelaulucenticaesicas per

6. Confirm the date on the DUT is recent by running this command in your serial terminal (the date can be the
date below or today's date):

date -s '2023-11-23 14:34:00'

7. Depending on which role is being tested on the DUT run the commands in option a OR option b,
respectively:
a. STARole:

cd /etc/wpa_supplicant/

./app -i wlan0 -p 9004 &

cd /usr/share/cc33xx
./sta_start.sh

b. AP Role:

cd /etc/wpa_supplicant/
./app -i wlanl -p 9004 &
cd /usr/share/cc33xx
./ap_start.sh

4 WFA QuickTrack Control Application With CC33xx
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8. Input the Ethernet IP address that was set in step 3 to DUT Control IP Address.

et .

C O D == localhost

Fi) Certification mode testing
e ID of application profile loaded : 129768

Test Setup Configuration Test Case Global Configuration Test Case Specific Configuration Advanced Configuration
setings out
Tool Platform Port DUT Control IP Address 192.168.143.105
Certification
Configuration
Conol merace Pr 10240 ouT Por
Platform Wireless IP Address 192.168.87.70 DUT Wireless IP Address 192.168.87.65
= [ resccomecion I @
Test Connection
.
» Additional STA Test Platform » Vendor info
Help/info Report Save Path lusrflocal/bin/WFA-QuickTi
Log Save Path lusrflocal/bin/WFA-QuickTi

9. Use the Test Connection bottom to confirm DUT app is running and identified by the tool:

et .

C O D == localhost

Fi) Certification mode testing
e ID of application profile loaded : 129768

Test Setup Configuration Test Case Global Configuration Test Case Specific Configuration Advanced Configuration
setings our
Tool Platform Port DUT Control IP Address 192.168.143.105
Certification
Configuration
Conol merace Pr 10240 ouT Por
Platform Wireless IP Address 192.168.87.70 DUT Wireless IP Address 192.168.87.65
= (]
Al s comecion @
» Additional STA Test Platform » Vendor info
Help/info Report Save Path lusrflocal/bin/WFA-QuickTi
Log Save Path lusrflocal/bin/WFA-QuickTi
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10. Set supported configurations under the Test Case Specific Configuration tab:
[¢] O D & localhost 42

Certification mode testing
1D of application profile loaded : 129768

o
Access Pont
o 500
Security Capabiities WPAZ-PMF fv) T 1 prosected dsconnect from GUI
Test - x - NQQET UreCast pre om
WPA3-Personal x
&) Trigger broadcast protected disconnect from GUI
RSN x
([0 'support Joint Muls-band RSNA
Helpiinfo [ Suppont Peerkey handshake

[0 support signaling and payload protecied (SPP) A-MSDU's transmission and reception
([0 Oniy allow SPP A-MSDU's transmission and reception

() Support prosected block ack agreement capabiity (PBAC)

([0 Support Extended Key ID for individually addressed frames

([0 'support operating channel validaton

(O suppon preaushenscation

([ ‘support protected WUR

([0 suppon secure LTF

Require MFP for preassociation ranging I No - i

11. Choose the required role for testing under the DUT Type (this should match the mode set in step 7 on the
DUT):

Q o Aanee .

(¢] O D = localhost 8080/
@ Certification mode testing
b 3 1D of application profile loaded : 129768
Test Setup Configuration ] Test Case Global Configuration Test Case Specific Configuration Advanced Configuration
o
Setngs ouT
Tool Platform IP Address I 127.00.1 ] DUT Type I Access Point - |
Tool Platform Port I 9004 ‘ DUT Control IP Address l 192.168.143.105 J
Certification
Configuration
Control Interface Port l 10240 ] DUT Port [ 9004 ]
Platform Wireless IP Address I 192.168.87.70 ‘ DUT Wireless IP Address l 192.168.87.65 ]

- [ resicomecion LA @
Test Connection
Test Cases Test Connection

» Additional STA Test Platform » Vendor info
Tool
Help/info Report Save Path I lustflocal/bin'WFA-QuickT ‘
Log Save Path I lusrflocal/binWFA-QuickTi ]
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12. Manually choose DUT capabilities or, if in certification mode, load the application profile that defines the
relevant test cases:

Q \Nl-FiA"iance i

C QO D == localhost:

Fi)
R

B Repeat: |0

% 0

Settings @ O ¥ T B
DUT Type : Access Point

* Certification and Capability Selection
(-]

Certification
Configuration

Test Cases

Help/info

13. Select and run test cases.

For more information on QuickTrack specifics it is recommended to refer to the support documentation provided
by the WFA to WFA members on the website. The QuickTrack Test Tool Getting Started Guide provides a high
level overview and list of resources and installations, while the QuickTrack Test Tool User Manual goes into
further detail on many of the steps (these documents are available on the wfa website: https://www.wi-fi.org/).
Additionally Tl is available for additional support on E2E.

7 Revision History
NOTE: Page numbers for previous revisions may differ from page numbers in the current version.
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IMPORTANT NOTICE AND DISCLAIMER
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IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT OF THIRD
PARTY INTELLECTUAL PROPERTY RIGHTS.

These resources are intended for skilled developers designing with Tl products. You are solely responsible for (1) selecting the appropriate
TI products for your application, (2) designing, validating and testing your application, and (3) ensuring your application meets applicable
standards, and any other safety, security, regulatory or other requirements.

These resources are subject to change without notice. Tl grants you permission to use these resources only for development of an
application that uses the Tl products described in the resource. Other reproduction and display of these resources is prohibited. No license
is granted to any other Tl intellectual property right or to any third party intellectual property right. Tl disclaims responsibility for, and you
will fully indemnify Tl and its representatives against, any claims, damages, costs, losses, and liabilities arising out of your use of these
resources.

TI's products are provided subject to TI's Terms of Sale or other applicable terms available either on ti.com or provided in conjunction with
such Tl products. TI's provision of these resources does not expand or otherwise alter TI's applicable warranties or warranty disclaimers for
TI products.

Tl objects to and rejects any additional or different terms you may have proposed.
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